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SURVEY OVERVIEW

Conducted jointly by The Hedge 
Fund Association & SeaGlass

Technology

Over 400 responses from 
hedge fund managers, 

investors, and industry service 
providers

Focus on cybersecurity 
readiness, challenges, and 

investment priorities

01. 02. 03.



Of firms increased 
cybersecurity budgets 

in 2025

Cited phishing as 
their #1 threat

Plan to outsource 
cybersecurity 

functions
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78% 65% 42%

TOP 
TAKEAWAYS



In-house 
only

Hybrid 
model

Fully 
outsourced

4

45% 40% 15%

APPROACH TO 
CYBERSECURITY 
MANAGEMENT
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OVERALL 
CYBERSECURITY 
MATURITY

37.90%

39.60%

22.60%

Beginner Intermediate Advanced
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USE OF CYBERSECURITY 
FRAMEWORKS

55.10%

23.10%

21.80%

Yes I don't know No(NIST, ISO 27001, CIS)
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TOP CYBERSECURITY 
CONCERNS
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Phishing Ransomware Insider threats Third-party risk Compliance Data loss Other
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DEDICATED 
CYBERSECURITY 
LEADERSHIP

47.40%

15.10%

37.50%

Yes I don't know No

(CISO, Security Director)
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REGULAR THIRD-
PARTY 
CYBERSECURITY 
AUDITS

59.50%19.20%

21.40%

Yes I don't know No
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FREQUENCY OF 
CYBERSECURITY 
AUDITS

19.70%

17.10%

19.40%

24.10%

19.70%

Weekly Daily I don't know Yearly Monthly
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TIMELY REMEDIATION 
OF IDENTIFIED RISKS

56.10%

17.70%

26.20%

Yes I don't know No
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PHISHING & 
CYBERSECURITY 
AWARENESS TRAINING

66.00%

18.00%

16.00%

Yes I don't know No
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42.40%

20.90%

36.70%

Monthly I don't know Yearly

66.00%

18.00%

16.00%

Yes I don't know No

Frequency

CYBERSECURITY AWARENESS TRAINING
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BIGGEST SECURITY 
POSTURE CHALLENGES
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Budget constraints Lack of expertise Vendor management Other
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INCIDENT RESPONSE PLAN IN PLACE

51.90%

24.00%

24.00%

Monthly I don't know Yearly

54.40%

20.10%

25.50%

Yes I don't know No

Frequency
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TIME TO DETECT & 
RESPOND TO 
INCIDENTS

35.20%

13.60%14.10%

37.10%

Within hours I don't know

More than a day Within a day
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CYBERSECURITY 
BREACH IN LAST 12 
MONTHS

49.00%

19.20%

31.80%

Yes I don't know No
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OBJECTIVES ACHIEVED 
POST-INCIDENT

48.30%

21.20%

35.50%

Yes I don't know No
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INCIDENTS DUE TO 
THIRD-PARTY VENDOR

48.50%

16.70%

34.70%

Yes I don't know No
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REGULATIONS 
ADHERED TO
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CONFIDENCE IN 
COMPLIANCE 
READINESS

55.10%

18.40%

26.50%

Very confident Not very confident

Somewhat confident
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CYBERSECURITY 
AUDIT FROM 
REGULATORS 

56.60%

19.90%

23.50%

Yes I don't know No

(Past Year)
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CYBERSECURITY TECHNOLOGY 
INVESTMENTS

(Next 12-24 Months)
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AI-based threat
detection

Zero trust Endpoint detection &
response

Cloud security Other
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CONTACT US

Robert Choynowski
President and Chief Visionary
SeaGlass Technology
212-886-0791
robert@seaglasstechnology.com
https://seaglasstechnology.com/

Mitch Ackles
President
Hedge Fund Association
646-657-9230
mitch@hedgefundpr.net
https://hedgefundassoc.org/

mailto:robert@seaglasstechnology.com
https://seaglasstechnology.com/
mailto:mitch@hedgefundpr.net
https://hedgefundassoc.org/

